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HARDWARE RECOMMENDATIONS

Introduction

The best source of current information on network configuration is an experienced Network
Specialist. This document assumes that you will have the ability to browse the network, set
up network user accounts, connect to and use shared folders, files and printers. Ensuring that
your network is configured in a domain style setup can accomplish this.

Note: Jonas has been successfully tested on a 64-bit version of Windows Server 2008, however not all
peripherals may have 64-bit drivers available. Jonas currently runs using only a 32-bit architecture and does
not take advantage of 64-bit features. Windows Small Business Server 2008 is a supported version
however our hardware specifications are based solely on running the Jonas application. Memory,
processor and hard drive size must be increased when using the additional features of Windows
Small Business Server 2008. . If you connect to your server via Remote Desktop, keep in mind that
Windows SBS 2008 Standard does not include Terminal Services. The Premium version allows Remote

Desktop connection.

In regards to Windows Server 2011, we are still in the testing phase with this operating system as it pertains
to Jonas and it has not yet been certified for use with our software. If your organization sets up a new
server that has Windows Server 2011 installed and you encounter a problem with Jonas that relates to the
operating system, we may not be able to correct the issue immediately.

Regarding the Microsoft Windows 7 operating system, Jonas is compatible with both the 32-bit and 64-bit
versions. Peripheral device drivers are outside Jonas Softwared sontrol and must be addressed with your
hardware installation specialist for compatibility.

Note: If you are running Windows Server 2008 R2 on your server, it is recommended that you have
Windows 7 or Vista machines only as workstations.



LAN Server Requirements

For the majority of Jonas clients using the standard proprietary ProvideX database.

Minimum Requirements

Processor

Intel Pentium or compatible 2 GHz or higher processor (Single or Dual Core). Jonas is not
CPU intensive.

Operating System

Windows 2003 Server SP2 (including Small Business Server) or Windows 2008 server. *

Memory

4 GB of RAM

Hard Disk

20GB of free disk space for the Jonas installation. SCSI RAID 1, 5 or 10 configuration.
SATA drives with 3 Gh/s access speed or greater.

Backup Device

Not specified, but mandatory.

CD Drive

CD-ROM drive

Network Adapter

100 MB

*Hardware must meet O/S minimum requirements.

Recommended Server Configuration

Processor

Intel Pentium or compatible 3 GHz or higher processor and a second processor if running
Terminal Services or Citrix on the same server (not recommended- a second server is
recommended for thin client)

Operating System

Windows 2008 R2 or Windows 2008 SBS Premium

Memory

16 GB of RAM

Hard Disk

20GB of free disk space for the Jonas installation.

SCSI RAID 1,5 or 10 configuration.
SATA drives with 3 Gb/s access speed or greater.
SAS (Serial Attached SCSI) drives are optional for extra processing speed.

Backup Device

Not specified, but mandatory.

CD Drive

CD-ROM drive

Network Adapter

1GB




Terminal Services/Citrix Requirements

For clients with remote sites or remote users, the use of an additional Terminal Server is suggested. Citrix
may be installed for better management of printers.

Minimum Requirements

Processor Intel Pentium or compatible 3 GHz or higher processor, dual 3 GHZ for more than
5 concurrent users.

Operating System Windows 2003 Server SP2

Citrix (Optional) MetraFrame 1.8 or greater

Memory 2 GB of RAM

Hard Disk 20GB of free disk space for the Jonas installation.

SCSI RAID 1, 5 or 10 configuration
SATA drives with 3 Gb/s access speed

Backup Device Not specified, but mandatory.
CD Drive CD-ROM drive
Network Adapter 1GB

Recommended Configuration

Processor Intel Pentium or compatible 4 GHZ or higher processor, dual processor for more than 5
concurrent users

Operating System Windows 2008 R2 Server operating system 64-bit Premium
Citrix (Optional) MetaFrame 1.8 or greater

Memory 8GB of RAM

Hard Disk 20GB of free disk space for the Jonas installation.

SCSI RAID 1, 5 or 10 configuration.
SATA drives with 3 Gb/s access speed

Backup Device Not specified but mandatory.
CD Drive CD-ROM drive
Network Adapter 1GB




LAN Workstation Requirements

Note: Users running the Dispatch Board should be provided with workstations which meet

or exceed the Recommended Configuration.

Minimum Requirements

Processor

Intel Pentium or compatible 2 GHZ or higher processor

Operating System

Microsoft Windows XP SP3 Professional, Vista or Windows 7. Note: Jonas does NOT
support the Home edition of any operating system.

Professional, Ultimate, Enterprise versions are supported.

Memory 1GB

Hard Disk 2 GB of free disk space
Drive CD-ROM drive
Network Adapter 100 MB/1GB

Recommended Configuration

Processor

Intel Pentium or compatible 3 Ghz or higher processor

Operating System

Windows Vista or Windows 7. Note: Jonas does NOT support the Home edition of any
operating system.

Professional, Ultimate, Enterprise versions are supported.

Memory 4GB

Hard Disk 20 GB of free disk space
Drive CD-ROM drive

Network Adapter 1GB

Note: For Microsoft Windows 2008 server environments, it is best to ensure all
workstations are running the Microsoft Windows 7 operating system.




Other Requirements

Internet Support Connection to the Internet and the ability to install required
WebEx components in your browser

Network Speed 100 MB/ 1 GB
Jonas relies on network access i the faster the better.

Network Cables Must be certified CAT 5/6, tested and terminated

Wireless Networking | Not supported for LAN connections.
Use only with Jonas running a Terminal Server/Citrix session.

Site to Site Jonas recommends Terminal Services/Citrix for remote
locations.

Operating Systems Jonas may run on other Microsoft operating systems (Windows
98, 95, etc.), however Jonas will not support our application on
an operating system Microsoft Corporation will no longer
support.

Printers Network Laser printer with its own print server

Note: Removable drives are NOT recommended for use with Jonas,
other than for back-up purposes.

NAS drives are not supported as they are not as powe_rful as a server and
i mpact performance ficantl y. Jona
require a lot of memory. The workstations shou d have a lot of memory but
dondét need a fast processostpipeavalldble.ach t h




Note: For Windows 2008 server, you must include your mapped drive for Jonas into the
Group Policy Object in order to prevent disconnects. 2008 considers mapped drives a
security risk unless they are included in the Group Policy.

For Windows 2008 64 bit with a 64 bit file server, and also for Windows 7 users, Microsoft
Kerberos is frequently used as the security policy, and the default time that a Kerberos
ticket is issued in an Active Directory network is 10 hours.

If users will be on the system longer than that, ensure that you increase the time-out to
more than 10 hours.

To verify the Kerberos maximum lifetime for service ticket settings, run the command
gpresult from your server.

If you need more information on diagnosing Kerberos issues, please refer to the following
link:

http://www.techrepublic.com/article/solutionbase-diagnosing-kerberos-health-issues-part-
2/6111084

Through research with various third parties in regards to mapped drive disconnects, we
recommend reading KB article number 297684 on the Microsoft knowledge base.

The article mentions the command to turn off auto-disconnects at the workstation/server
which is as follows:

net config server /autodisconnect:-1

To view the complete article, please refer to the following link:

http://support.microsoft.com/kb/297684



http://www.techrepublic.com/article/solutionbase-diagnosing-kerberos-health-issues-part-2/6111084
http://www.techrepublic.com/article/solutionbase-diagnosing-kerberos-health-issues-part-2/6111084
http://support.microsoft.com/kb/297684

Recommended Server Hard Drive Configurations

NOTE: TO ACHIEVE FAULT TOLERANCE AND BUSINESS CONTINUITY, JONAS
RECOMMENDS RAID 5.

* This section was written for IT professionals. We assume you have knowledge of network
configuration.

Single RAID Configuration

This is a sample configuration based on a one logical drive, two partition configuration. Create
two partitions on your server hard drive called C: Drive and D: Drive:

« First partition: (C: Drive) should be a minimum of 15 GB for the operating system
installation and should be formatted using the NTFS file system.

« Second partition (D: Drive) should use the NTFS file system and can occupy the
remaining portion of the hard drive. NTFS file system is recommended on this patrtition
for enhanced speed and security. All applications including Jonas software and any
others such as Microsoft Office, Word, Excel etc. are installed on D: Drive.

Multiple RAID Configuration

For additional performance, Jonas and the operating system should be installed on separate
physical arrays. An inexpensive way to make your system faster is to use a multiple RAID array
instead of a single RAID split into partitions. This is a sample configuration based on two RAID
arrays. Using this method you would have:

« RAID 1 - Drive C: containing the operating system

= RAID 1, 5o0r 10 - Drive D: Jonas share

and optionally

< RAID 1, 5 or 10 - Drive F: for other applications you share (Microsoft Office, etc.)

*ekYour Jonas server should be configured as a File Server Role. ***x+*



- Jonas does not require File Server Disk Quotas, therefore those settings can be
left as the default.

- Jonas does not take advantage of File Server Indexing Services, therefore that
setting  should be left turned off.

« The Jonas share must be connected at all times. Ensure that the fFiles or programs
from the share will not be available offlinedoption is selected.

- The Jonas share should be configured by selecting the flUse custom share and
folder permissions ption. Ensure the Group or User named fEveryo n ehas
Change and Read permissions checked. Further restrictions to the share and its
sub-folders can be defined through NTFS permissions and User Management by
creating a group for Jonas_Users.

< On the main screen of the Security tab, a Jonas_Users group of users should be
given these NTFS permissions: (Read & Execute, List Folder Contents, Read and
Write.)

< In the Advanced button/Special Permissions screen, a Jonas_Users group
should be given these permissions: (Traverse Folder / Execute File, List Folder /
Read Data, Read Attributes, Read Extended Attributes, Create Files / Write Data,
Create Folders / Append Data, Write Attributes, Write Extended Attributes, Delete,
Read Permissions.)

Recommended Terminal Server/Citrix Configuration

There are no settings that Jonas requires when setting up a server as a Terminal Server
Role.

Note: Do not plan on installing the Jonas share on a Terminal Server for better
performance. When a Terminal Server role is added to a File Server, it devotes most of

its resources to the Terminal Server role, not the File Server role and Jonas performance
will suffer.

Jonas can be setup as a published application in a Windows Terminal Services

environment. Program File Name should read:

Jonas_ Drive_ Letter:\GJCW IN\sbbwin.exe Jonas_ Drive_ Letter:\Profile Directory\user\Jonas.ini GJC00

(e.g. J\gjcwin\sbbwin.exe C:\profiles\user_name\jonas.ini GJC00)
Start in should read:

Jonas_Drive_letter:\Profile_Directory\User\GJCW IN\d
ata (e.g. C:\profiles\user_name\GJCW IN\data)
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-
% Remote Desktop Connection (=

Remote Desktop
»¢) Connection

| Computer: Example: computer fabrikam.com -
Username: Mone specified

|

I The computer name field is blank. Enter a full remote computer
name.

|'c Options | | Connect |[ Help

Remote Desktop
»¢) Connection

—
| General I Display I Local Resources I F‘roglam4| Experience |4\dvanced

Performance
- Choose your connection speed to optimize performance.

| Low-speed broadband (256 Kbps - 2 Mbps) v
Allow the following:

Desktop background

Fort smoothing

Desktop composition

Show window contents while dragging

Menu and window animation

Visual styles
[]iPersistert bitmap caching

Reconnect if the connection is dropped

'\f Options [ Connect ] ’ Help
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Note: For Remote
DeskTop connection,
ensure Persistent
bitmap caching is
turned OFF under the
Experience tab in the
Options screen.



Network Share Configuration

You have already created a shared folder called Jonas on the drive where you are
planning to install the application. You should have all users of Jonas map this share
as a drive from a network login script (use a NET USE command.) We suggest that you
use the drive letter J:\ if possible for the Jonas share.

Share Permissions

When first configuring the Jonas share, ensure that the Group or User named fEveryo n e 0
g?\ihge and Read permissions checked. Further restrictions to the share and its sub-folders
(t:)indefined through User Management by creating a group for Jonas_Users. On the main
zi?rtianecurity tab, Jonas users should be given these NTFS permissions:

e Read & Execute
e List Folder Contents
» Read, Write

In the Advanced button/Special Permissions screen, Jonas users should be given
these permissions:

« Traverse Folder / Execute File
e List Folder / Read Data

< Read Attributes

 Read Extended Attributes

* Create Files / Write Data

e Create Folders / Append Data
Write Attributes

 Write Extended Attributes
 Delete

 Read Permissions

When Jonas is installed, it will create a sub-directory in the Jonas share called GJCWIN.
Jonas requires each workstation to see the Jonas share in the same way (e.g. if one PC
sees it as F:\Jonas\GJCWIN\ and another sees it as J\GJCWIN\ there will be
problems operating the software.)

If desired, even tighter control can be exerted over the sub-folders of the serveris \GJCWIN\
directory by setting Special Permissions on all program files and folders except any data-
type folders (like \GJCWIN\DATA\ or \GJCWIN\ARCHIVE\ etc.)

12



All the other folders can be set to Allow:

Traverse Folder / Execute File
List Folder / Read Data

Read Attributes

Read Extended Attributes
Read Permissions

=A =4 =4 -8 A

And Deny:

* Create Files / Write Data

« Create Folders / Append Data
* Delete

 Write Extended Attributes
 Write Attributes

This works because normal Jonas users arenit performing upgrades and updates that would
change the programs i all of those things should be done on the server by an Administrator
login.

****The Administrator login should also be the first user to start up Jonas after installation or
updating.*****

On the workstations, the initial client component installation of Jonas should be performed by a
local Administrator login. This will allow the creation of the local C:\GJCW IN\DATA folder, the
copying of required start-up files, the creation of a JONAS.INI in the C:\Windows\ folder, and
the

set-up of a Jonas shortcut on All Usersidesktops.

Jonas should be started up on the workstation by a local Administrator after running the client
component so that any initial registration of DLL& takes place.

Regular Jonas users on a workstation will require all rights except for Full Control, Take
Ownership, and Change Permissions on their local C:\GJCW IN\DATA folder.

13



Network /Hardware Sample Installation Layouts

Small Installation

Sample Diagram
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Typical Hardware forthe above installation:

Server

Intel Based Server 3000MHZ or
faster

8 GB RAM

3 x 73 GB SCSI Hard Disks
Raid 5 Configuration

1 GB network card

Tape Backup Drive

Windows 2008 Server 64 bit
Latest Service Pack

Workstation

Intel Based 2000MHZ or faster
3 GB System memory
Minimum 120 GB Hard Disk
100/1GB MB network card
Windows XP Pro, Vista
Minimum 16 MB Video Card
Antivirus Software

14




i Sarsnd Sarenrd
i ) Tarrmal Sarvii
- W
i | e
E - ik
T Pt T i
=di

Medium To Large Installation
20+ User with

Citrix / Terminal Server
Sample Diagra

Pl Tk,
Luirn i

—
asere ]

i .

rrean m
o

Dot Wit P el |

g

,r"/é VE\'\

| Ramots %
-. | -,
N J ¢ onfere
Jonas Buppe — :
s g ez T W a
. ___f\\_ H D Wl P

Daskes PC  Duskisp FC

Dasbipe PC Dasipp PC

Daskiog PC  Daskisp BC

Note: In the diagram above, server 1 is a suggestion only for antivirus,
backup software, email and other applications. Most installations run 2
servers —one for Jonas and other applications and a second for terminal
services. Your terminal server must be installed on a separate server from

Jonas for performance purposes.

15



Typical Hardware for the above Terminal Services/Citrix installation:

Server 1

Workstations

Intel Based Server 3000MHZ or faster
8 GB RAM

3 X 173GB SCSI Hard Disks

Raid 5 Configuration

1 GB network card

Tape Backup Drive

Windows 2008 Server 64 bit

Latest Service Pack

Intel Based 2000MHZ or faster
3 GB System memory

e 120 GB Hard Disk

e 100 MB/ 1 GB network card

< Windows XP Pro, Vista

e 16 MB Video Card minimum

« Antivirus Software

Server 2

Other Equipment

Intel Based Server 3000MHZ or
faster

8 GB RAM

3 X 173 GB SCSI Hard Disks
Raid 5 Configuration

1 GB network card

Tape Backup Drive

Windows 2008 Server 64 bit
Latest Service Pack

Jonas Software (J\GJCWIN)

= 1 GB Switches
e HP Laser Printers

Server 3 — Citrix

Intel Based Server 3000MHZ or
faster 1 dual processor for 5 or
more users

3 GB System memory i for each 5
concurrent users

2 X 173 GB SCSI Hard Disks
Mirrored (RAID1)configuration

16 MB Video Card

1 GB network card

Tape Backup Drive

Windows 2008 Server 64bit
Latest Service Pack

Citrix XEN App with latest service
packs and feature releases
Published Jonas Application

16




Supported Hardware

Inventory Bar Code Scanner

The Jonas scanning system works with UPC scanners that store a file.
It does not work with wireless scanners.

Must have Windows CE 5.0 device.

Popular devices include:
Dolphin7600 *

Pegaso

Memor

Skorpio

LXE MX8 *

Motorola MC3000 series *
*Tested by Jonas

The Pegaso, Memor and Skorpio have not been tested but should not have any issues as long as
they run on Windows CE 5.0.

Inventory Barcode Label Printer

Zebra TLP 2828

Zebra LP2824

Zebra TLP2824

Zebra LP2844

Zebra TLP2844

Zebra LP or TLP in the 2800 series should be compatible.

TLP Printer -Thermal transfer printing uses a heated ribbon to produce durable, long-lasting
images on a wide variety of materials. These TLP printers will print in both modes TLP and LP.

LP Printers - No ribbon is used in Direct thermal printing, which creates the image directly on the
printed material. Direct thermal media is more sensitive to light, heat and abrasion, which reduces
the life of the printed material.

For more information about Thermal label printing or these print devices, see below.

http://www.zebra.com/id/zebra/na/en/index/resource library/fags/thermal.html

http://www.zebra.com/id/zebra/na/en/index/products/printers/desktop/Ip2844.html

http://www.zebra.com/id/zebra/na/en/index/products/printers/desktop/tlp2844.html

http://www.zebra.com/id/zebra/na/en/index/products/printers/desktop/lp 2824plus.html

http://www.zebra.com/id/zebra/na/en/index/products/printers/desktop/tlp 2824plus.html

17


http://www.zebra.com/id/zebra/na/en/index/resource_library/faqs/thermal.html
http://www.zebra.com/id/zebra/na/en/index/products/printers/desktop/lp2844.html
http://www.zebra.com/id/zebra/na/en/index/products/printers/desktop/tlp2844.html
http://www.zebra.com/id/zebra/na/en/index/products/printers/desktop/lp_2824plus.html
http://www.zebra.com/id/zebra/na/en/index/products/printers/desktop/tlp_2824plus.html

Jonas Mobile

Please Note:

The e-Products folders need to have Read / Write / Modify permissions as a minimum. These
folders are: C:\PDA_XML_ML, C:\PDA_XML_UPD, C:\JonasSync\Files\Incoming,
C:\JonasSync\Files\Outgoing

Minimum Requirements

PDAs

« Microsoft Windows Mobile 6.5 Professional

« 256 MB RAM

e 600 MHz processor

- 256 MB internal storage capacity

« Rectangular VGA touch screen 640x480 portrait

Laptop/Tablet/Netbook

« Windows XP SP3 Professional or Windows 7 Professional or Home Premium

e 1 GHz or faster processor for 32 bit (x86) or for 64 bit (x64)

1 GB RAM (32 bit) or 2 GB RAM ( 64 bit).

- 40 GB hard drive capacity with 16 GB available hard disc space (32 bit) or 20 GB (64 bit).

Apple iPads (for use with a Terminal Services connection)
iPad 1 /iPad 2 Wi-Fi + 3G

e 0S4

1GHz dual-core Apple A5

Note:
Please ensure that you obtain data plans for all of your devices with your local wireless

carrier, as well as the appropriate hardware for accessing the Internet remotely. Device
availability and price depend on your cellular provider.

e-Timesheet

I Microsoft .NET Framework 3.5 SP1

91 External static IP address of Jonas server for communication

9 Open port for incoming calls (8351 preferred or any other) from 216.139.234.27 and
216.139.234.39, 216.139.233.175

Digio Document Management System
1 Requires the installation of SQL express
DataMart Reporting Tool

1 Requires one extra SQL license.

18



MICR Checks

Your hardware requirements will be determined by the method in which you select to generate
MICR codes. Depending upon the cheque form you are using, you may need to purchase a
Soft-font from a third party and download it onto your computer.

Select one of the following:

- Afont cartridge that fits into your printer.

- Afont chip that is installed into your printer. Contact your hardware service company to
install the MICR font chip.

< Soft Fonts that are downloaded and stored on PC or on a diskette/USB key. The soft font

that Jonas cheque programs use is E-13B.

« Secure Font Module (Fonts currently stored on printer font cartridges can be transferred

to PCMCIA cards and the Secure Font Module can be connected to any laser printer.)

Required for all methods:

« A magnetic ink cartridge that can be ordered whenever you order your regular toner
cartridges.

Network Configuration Recommendations

Opportunistic File Locking

Opportunistic locking is a technique used by servers to speed up the network. Like a redirector,
it allows the network to cache information on local machines. On NT, 2000 or 2003 networks,
there have been instances of Opportunistic Locking causing data corruption and Jonas network
performance issues.

Jonas recommends it be turned off on servers and workstations.
This involves editing the registry, which should only be carried out by an experienced network

specialist. Microsoft has addressed Opportunistic Locking in Knowledge Base articles 296264,
822219 and 129202.

There is a quick utility (the redirector test 1 redrtest.exe) that is available for download from the
Jonas portal which can be run on all workstations and the server to turn off Oplocks. This utility
will not work on Windows 2008 server therefore a registry edit will be required.

Note: Any remote workstations that run in Jonas and any laptops or other workstations

which connect temporarily to the Jonas network must also be tested for Opportunistic
locking. Check also any wireless connections.

19



Instructions for Use

You can run this test on all machines running Jonas. If you are using a Terminal Services/Citrix
configuration, this test only needs to be run once and should be done on the Terminal Server.

=

Make sure that you are logged in as an Administrator and that you can make Registry
changes.

Run the utility.

Click on the Test button.

When the test is completed, examine the registry information box.

I f any | ines include "Should be changed"”
click on the Test button again.

Registry information should now be updated.

Close the program.

abrwn

~No

20



Installation FAQ' s

1. Q.Will Jonas run in a 64 bit environment?

A. Jonas is currently a 32 bit application and therefore will not take advantage of the
64 bit performance benefits. Jonas will run and is supported on a 64 bit Operating
Systems.

2 Q. Are there any services that should be stopped prior to installing Jonas or any Jonas updates?

A.Yes. Any anti-virus auto protect applications that scan files on access should be temporarily
disabled and Windows User Account Control should also be temporarily disabled
when running any Jonas server or workstation installs or any Jonas updates.

3. Q.Will Jonas run over a VPN?

A. Jonas requires that a users workstation have a reliable connection to the server. It is
essential that uses maintain connectivity 100% of the time while using the system.
Disconnections can cause other users sessions to crash, and/or can also cause
corrupt data. Jonas recommends using a Terminal Server / Citrix solution for remote
users, not a VPN.

4. Q.When installing Jonas on a Terminal Server do | need to run the W orkstation Setup?

A. Yes, the 11.9+ version of SETUP.EXE will now work for Terminal Server user profiles
just like LAN workstations. It can be run from the \GJCWIN\TOOLS)\ directory on the
Jonas server.

5. Q.What are the benefits of running Jonas in a Terminal Server / Citrix environment?

A. Increasingly users are employing W AN solutions in their LAN environment. If you have
over 10 users, please consider a Terminal Server or Citrix solution as both of these
solutions increase network performance and offer the flexibility of network access from
outside your work place (because 100% connectivity cannot be maintained on a
wireless).

6. Q. Can |l useWindows XP Pro as my file server operating system?

A. No, a server operating system must be installed.

7. Q. lIs Jonas supported on a wireless Network?

A. Based on todays wireless standards, the only supported solution with a wireless
network must include the Jonas Application being run in either a Citrix or Terminal
Services environment.

21



8. Q. We are running a Novell Netware environment and about to implement Jonas.
Is it supported?

A. No, Jonas is no longer supporting Novell Netware as a supported server operating
system for new clients.

9. Q. Does Jonas run in an SQL environment?

A. The core Jonas programs are no longer available as a SQL database as it was found
that it slowed the system down and caused problems that the proprietary database did
not. As of version 12.2 Jonas is introducing a new module, DataMart designed to
replace the former Jonas SQL version.

22



General Checklist

9 Screen savers that suspend and Power Saving should be disabled on all Servers and
Workstations running Jonas as well as hibernate features on all Servers and Workstations
running Jonas.

9 Virus checkers should exclude the server directory J:\GJWIN\LIB. Passive
scanning is generally ok. Do not scan the JAGJCWIN\LIB server directory in an active
environment to avoid service disruption and possible reactivation.

9 Backup Software on the server should exclude the J:\GJCWIN\LIB server directory to
avoid service disruption and possible Jonas reactivation. The J\GJCWIN\DATA directory
should be backed up on a daily basis as well as the CUSTOM folder.

1 All workstations must be mapped to the server drive using the same drive letter for Jonas.
Jonas recommended - Drive Letter (J:). It is NOT recommended to use the UNC path.

1 Make sure IPX/SPX protocols are NOT installed on either SERVER or WORKSTATIONS.

1 Werecommend that the NetBEUI protocol NOT be configured.

1 Use TCP/IP as the default protocol.

1 Each workstation has a unique Terminal ID. This is configured on each workstation in
the Jonas.ini file. The naming convention is as follows: 2 characters, leading character
must NOT be numeric, not GJ, not in lower or mixed cases, not composed of characters
other than 0-9, A-Z. Typically examples are: T2, B1, B2, AT, SL, etc. In smaller
environments, we suggest the first and last initial of the user.

9 To prevent IP Address conflicts with Jonas we recommend the following addresses NOT
be used:

192.168.Y.Z
where Y = 200171 255 or
Z=0-255
1 The fewer network services running on the server the better. This will ensure that Jonas will

have the use of as many of the serveri s resources as possible.

9 Disable or uninstall unnecessary installed components or unused components of Back
Office.
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Cabling Checklist

Minimum Category 5 (recommended Category 6) twisted pair must be installed. All patch
cables must also be Category 5/6. All cables must be certified for length, noise level, signal
strength etc.

Distances should not exceed 100 meters or 328 feet.
Network cabling must not run parallel or anywhere close to the electrical wiring.
Network cables must not be folded on a 90-degree angle.

Network cables must not be stapled to the wall anywhere through the entire run

Network has been tested for proper termination.

Note: No piggy-backing through a telephone SIP switch system is allowed. Jonas
requires too much bandwidth and must be cabled independently.

Printer Checklist

Jonas applications are written to be cor_nﬁatible with Hewlett Packard printers. The preferred
driver is PCL5e or PCL6 or a driver which emulates one of these.

Network Printers

Printers are connected to a print server or have a network interface card installed.
Data outlets are to be provided at any printer location at which more than one person will
be printing.

Properties of the printer

Spool Settings: A Sp o o | documents so that program finishe
Wi t h Aritingafter theplast page is spooleda

Spool data format: iRAWO

Local Printers

Local printers are tied to individual PC& and are used only by that workstation. These
printers are not shared unless (using Terminal Services/Citrix).
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Site Requirements

Design and implementation of the network is very important to avoid any problems. A site plan
must be developed to allow for proper placement of data and power outlets. In addition to PC
location, keep in mind that a data outlet must be provided for every network printer.

The following is a breakdown of requirements, which you should review and install:

Cabling

- Minimum Category 5 (recommended Category 6) twisted pair cables must be installed. All patch
cables must also be Category 5/6. All cables must be certified for length, noise level, signal
strength etc. Follow EIA/TIA-568 Building Wire Standard.

- Distances should not exceed 328 feet or 100 meters.

- Network cabling must not run parallel or anywhere close to the electrical wiring.

- Network cables must not be folded on a 90-degree angle.

- Network cables must not be stapled anywhere through the entire run.

- Network has been tested for proper termination.

Note: No piggybacking through a telephone SIP switch system is allowed. Jonas requires too much
bandwidth and must be cablethdependently.

Power Supply

Electrical power plays an important role in any software operation, including the Jonas
Management System as well as software from any other manufacturer. Severe Data Corruption
and/or Data Loss, due to power failures and or voltage fluctuations, can occur.

A UPS is strongly recommended on all workstations and is a necessity on the server and
switch(es).

< Consult a Certified Electrician to check for consistency and fluctuations.

- Dedicated electrical lines are a requirement for computers.

 Use an Un-Interruptible Power Supply (UPS) with Line Conditioning for areas under
suspicion.

« DO NOT Overload the UPS. Use a higher capacity UPS for Dual Workstations and
Printers.

= A thorough check of building grounds is recommended if problems are apparent.

- Isolated ground outlets are recommended for server/server room applications.

» Consult a Certified Electrician before implementing any changes.
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Support Requirements

1 Internet access at all workstations for Jonas support using a secure WebEXx client
installation. High-speed internet access is preferred.

1 Latest service packs and security updates installed from Microsoft Windows update
service on all systems.

9 Citrix / Terminal Services (if used) i Jonas staff can connect via the Internet to the client
site.

1 VPN Jonas Support will not connect to your network via a VPN solution. Please use one
of the other methods for support connections.

Useful Websites

New Century Software Website
http://www.newcentsoftware.com

Gary Jonas Computing Construction Website
http://www.jonas-construction.com

Microsoft
http://support.microsoft.com

Hewlett Packard
http://support.hp.com

Dell
http://support.dell.com

McAfee
http://www.mcafee.com/support

Jonas Webex Support
http://gjonassupport.webex.com

Citrix
http://www.citrix.com/citrix

IBM
http://www.ibm.com
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